PUBLIC

~ MWR

INFOSECURITY

Pragmatic Automation

Nick Jones - 15" August 2019

LABS




PUBLIC

Have you ever found yourself.. “KRI\BS

 ...repeating the same task over and over?
- ...manually pulling lots of things out of spreadsheets?
 ...wanting more people in your team?
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A wise manh once said..

“[Automation] 1is the art of spending
4 hours working out how to do a 2
hour job 1n 10 minutes.

That way, the next time you have to
do 1t, you do 1t 1n 10 minutes and

spend the other hour and 50 down the
pub!!

MWR
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why Automate? LABS

Make everyone’s lives easier

Reduce human error

Improves efficiency

Scale across larger environments

(Usually more interesting than doing things manually)
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Whoamj LABS

Nick Jones
« Senior consultant, cloud team lead
- Ex-software developer

Research interests:

* Cloud

 Attack Detection

* DevOps/Automation
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Categories of Automation LABS

« Quick hacks and one-liners
 Scripting
- Automation tooling

—Bespoke software
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Quick Hacks LABS

- Excel Macros
- Grep/sed/awk one-liners

* Great for:

- Speeding little things up
- Bad for:

- Bigger things

grep “Status: Up” nmap-scan.gnmap | cut -d’ -f2 | sort -u > livehosts.txt
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Scripting “ERI\BS

- Python/Ruby/Powershell etc

* Great for:
- Things too big for a quick hack
- Things you’re likely to reuse

- Bad for:
- Learning curve
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Automation Tooling LI\ BS

- Anything domain-specific - config management, orchestration, data
analysis etc

- Good for:
- Getting things done well, quickly
- Bad for:

- Anything the tooling wasn’t designed for
- Learning curve
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OpenRefine L AB

This feature helps you find groups of different cell values that might be alternative representations of the same thing. For example, the two strings "Mew York™ and "new
york™ are very likely to refer to the same concept and just have capitalization differences, and "Gédel" and "Godel" probably refer to the same person. Find out more ...

Data Normalisation

Method | key collision v Keying Function | fingerprint v 48 clusters found

Cluster Row Values in Cluster Merge? New Cell Value # Choices In Cluster
Great for:
63 idhyapeeth Gate Pune Vidhyapeeth Gate
Pune Vid
Pune Vi

# Rows In Cluster

Combining
spreadsheets

Hadapsar Gadital

Devachi Uruli Phata
Average Length of Choices

Cleaning data up

Similar
data/different
formats

Length Variance of Choices

Khandoba Mandir Corne Khandoba Mandir Comer
Khandoba Mandir corne

St Meera College

https://schoolofdata.org/2013/07/26/using-openrefine-to-clean-multiple-
documents-in-the-same-way/
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RunDeck

Runbook Automation

Great for:

« Running ad-hoc and
scheduled tasks

« Self-service access
to scripts

Z MWR
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RUNDECK =anviis~ Jobs MNodes Commands  Activity

LABS

# admin-  halp@
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Purple Teaming LABS
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MACHINE
LEARNING

+ We’ve got all the dashboards
Can analysts respond effectively to an alert?

/]

+ Logs
Are the correct things being monitored?
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MethodoTogy LABS

Cyber kill chain
« 400+ test cases.
» AttackSim.
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Infrastructure Setup “ERI\BS

- Email delivery

- Web delivery

- Hosted payloads / tools

« Malware command and control (C2)
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Before Automation? LI\BS

« By hand:
- Spin up EC2 instances
- Install/configure software
- Find / buy suitable domains
- Configure DNS
- Test it all

One consultant, two weeks
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Infrastructure-as-Ccode

 Terraform
- Infrastructure Orchestration
- Cloud as code

* Ansible

- ‘IT Automation’
- OS-level configuration ++

Z MWR

PUBLIC

_
Hﬂ
A

LABS



PUBLIC

Infrastructure Creation

Domain
Name

~Z MWR
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AWX LABS

- Web Interface + API
« RBAC

Allows you to manage:

— Credentials

- Inventory
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Subnet
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End result? LABS

« Fully-automated purple team deployment
- Standardised, centralised, reproducible

One consultant, one day
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continuous Configuration Review

Config, CloudTrail + CloudWatch Events

Security +

Lambda Functions DevOps

Security +
CloudWatch Alarms, SNS, Slack/Teams/IRC/... Project
Teams

KK

Remediation time: 24 hours

Q)

< MWR



MWR

Ccontinuous Configuration Enforcement

Identify Remediation

Change time: 30
minutes

Resolve
Issues

Review
Change

~Z MWR
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Ccontinuous Configuration Enforcement

EC2 Remediation
Instance time: 30

Deployed minutes

AMI not on
whitelist

~Z MWR
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Existing work

AWS Whitepaper - Automating Governance on AWS

OSS Frameworks:
Cloud Custodian
Security Monkey
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Balance of Effort

~Z MWR

“T SPEND A LOT OF TIME ON THIS TASK. .
T SHOULD LIRITE A PROGRAM AUTOMATING IT!

THEORY:

WRITING
CODE )

FREE
.
" o N upmoy T
ORIGINAL TASK

WORK

TME

MWR

LABS
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HOW LONG (AN YoU WORK ON MAKING A ROUTINE TASK MORE

EFFCIENT BEFORE YOURE SPENDING MORE TME: THAN YOU SAVE?
(PCROSS FIVE YERRS)

MUCH

1 SECOND
5 SECONDS

S0 SELONPS

1 MNUTE

TME 5 vunuTES
SHAVE 2 s

6 HOURS
1| DAY

HOW OFTEN YOU DO THE. TRSK

H’/mv 5/%ay DALY WEEKYY MONTHY YEARLY

] oAy

2 HOURS

30
MINUTES

L-l
MINUTES

MlM]ErTE

BLE

|2 HOURS

2 HOURS

2]
MINUTES

MINUTES

mmn ]
H WEEKS

[3]oave

|2 HOURS

7 HOURS

MINUTES

OO
B WEEKS

[€] oavs

DAY

4 Hours

1 Hovr

G MONTHS

oo
H WEEKS

[6] oavs

Z| HURS

5 HOURS

6 MONTHS

O
5 WEEKS

[5]oars

IT] oAy

O MoNTHS

2 MONTHS

f10] oavs

[2]oArs

2 MONTHS

oo™
2 WEEKS

O™
8 WEEKS
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The Generalisation Problem

Don’t try to generalise

everything!
I SAD-
CAN YoU PAsS T KNOW! T™M DEVELOPING
THE SALT ! KfeﬁmWBM%mu
. ARBITRARY CONDIMENTS.
(try not to design . EEZHE
yourself out of the MINUTES) )
. ITLL SAVE
general case, either) ) N o
N
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Make It Maintainable
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CHECK [T OUT—-T MADE A
FULLY AUTOMATED DATA
PIPELINE THAT COLLECTS
AND PROCESSES ALL THE
INFORMATION \JE NEED.

15 IT A GIANT HOUSE: OF CARDS
BUICT FROM RANDOM SCRIPTS
THAT WILL ALL COMPLETELY

COLLAPSE THE MOMENT ANY
INPUT DOES ANYTHING WEIRD?

LT

IT... MIGHT NOT GE.
T GUESS THAT'S SOMETH-

WHOOPS, JusT
COLLAPSED. HANG
ON, I CAN PATCH IT.

il

~Z MWR

LABS

Version control is your
friend

30



Know Your Limits

Understand what your
skills allow you to do

Think through the
business context

Know when to hand
off to dedicated staff

~Z MWR

KEEP IN MIND THAT IM
SELF-TRUGHT; 50 MY CODE.
MAY BE A LITILE. MESSY,

ITS FINE.

n;

.. WO

|
THIS 15 LIKE BEING IN
A HOUVSE BUILT BYA
CHILD USING NOTHING
BUT A HATCHET AND A
PICTURE OF A HOVSE.

(

MWR

IT'S LIKE A SALAD RECIPE
\WJRITTEN By A CORPORATE.
LAWYER DSING A PHONE
AUTOCORRECT THAT ONLY
KNEW EXCEL FORMULAS,

(

ITS LIKE. SOMEONE TOOK A
TRANSCRIPT OF A COUPLE
ARGUING AT IKER AND MADE
RANDOM EDITS UNTIL IT
COMPILED WITHOUT ERRORS.
\ OKAY, TLLReAD
A STLE fum.r-:.
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where do I start? LPBS

- Never automated anything before?

Z MWR 32



Conclusions

Automation 1s the
only way to secure
at scale

S MWR
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Efficiency
improvements
benefit everyone

LABS

Knowing how and
when to automate
will keep you
employed
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