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ON-PREMISE VS CLOUD DETECTION
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HOW CLOUD DETECTION DIFFERS

UNCERTAINTY OF MALICIOUSINTENT

Fewer actions in the cloud are obviously bad compared to on-
premise, making generic detection rules harder

CONTEXTISKEY VISIBILITYISEASIER

Anomalies will vary by environment. Behavioral ~I;{\

Org-wide CloudTrail etc makes it easier to gain
analytics very important, but high end attackers O h\ l.;! visibility into most of your estate. Shadow IT now the
will become context aware in time.

primary issue, ratherthan coverage of known assets

ATTACKERSAREAUTOMATING

Attackers leveraging continuous delivery to abuse stolen credentials
to bitcoin mine. It’s easier to automate targeted attacks too
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ON-PREMISE VS CLOUD ATT&CK
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HOW DO WE VALIDATE?

Identify likely attack paths

Execute the identified attack paths

©
@

Review telemetry/alerts, perform gap analysis versus
attacks executed

Identify missing telemetry and use cases, develop
improvements
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LEARN FROM DEVOPS:
TREAT EVERYTHINGAS CODE

o
@
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Detection as code makes internal and external knowledge sharing easier

SIGMA (SIEM-agnostic rules) https://github.com/Neo23x0/sigma

https://posts.specterops.io/threat-hunting-with-jupyter-
Jupyter N otebooks notebooks-part-1-your-first-notebook-9a99a781fde7

. oL http://voutu.be/B30-9z3Eitg
John Lambert — The Githubification of =
cation o https://medium.com/@johnlatwc/the-githubification-of-

Infosec infosec-afbdbfaad1d1
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LEONIDAS
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GENERATEATTACKSIMULATION

- name: Enumerate Cloudtrails for Current Region
permissions:
- cloudtrail:DescribeTrails
input_arguments:
executors:
leonidas_aws: .

implemented: True
clients: ° @

- cloudtrail
code: |
result = clients["cloudtrail"].describe_ trails()
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GENERATE DETECTION CASES

- name: Enumerate Cloudtrails for Current Region
detection:
sigma id: 48653a63-085a-4a3b-88be-9680e9adb449
status: experimental

level: low
sources:
- name: "cloudtrail™ Q

attributes:
eventName: "DescribeTrails"”
eventSource: "*.cloudtrail.amazonaws.com"
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@ Leonidas Test Case Documentation

Leonidas Test Case Add new guardduty ip set :M:'RH*D“

Leonidas Attack Detection ) o
. Required Permissions
Documentation

Credential access > Author Last Update Required Parameters
Attacker Action

Defense evasion v

Nick Jones 2020-06-18 Detection C
Add new guardduty ip set etection Case

Cloudtrail alter encryption ELK query

configuration Sigma Definition

An adversary may attempt to add a new GuardDuty IP whitelist in order to whitelist systems they

EIOLl‘(dttra” change destination control and reduce the chance of malicious activity being detected.
uckKe

Cloudtrail disable global event
logging
Cloudtrail disable log file M |TRE |DS
validation

- S « T1089
Cloudtrail disable multi-region

logging
Cloudtrail disable trail

Required Permissions

Cloudtrail remove SNS topic

Delete AWS Config Rule » guardduty:CreatelPSet
Update guardduty ip set

Discovery >
Execution > Required Parameters
Impact >
Persistence > Name Type Description Example Value
Privilege escalation > ) ) )

detectorid str ID of the guardduty detector associated with the 12345

IP set list
format str Format of the new IP set list - choice of TXT, TXT

STIX, OTX_CSV, ALIEN_VAULT, PROOF_PQINT,

-
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CONTINUOUS INTEGRATION

Security Team > SIEM

Analysts | Leonidas

2 8

9 8

—
PPPPPP © F-SECURE CONSULTING F-Secureue



HOWDOISTART? .

—

Prioritise attack paths and actions @

Threat model your environment, identify
attack paths and likely attacker actions

Pick the most important attack paths,
codify them

Execute attacker actions as kill chains,
verify detection cases work as expected.
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WHEREDOISTART?
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Evaluate
changes

PUBLIC

|dentify new
threats and
risks

DETECTION

IMPROVEMENT
CYCLE

Design new
use cases,
add more
telemetry

Simulate new
threats and
risks

DETECTIONIS A
JOURNEY

Effective detectionis a moving target

Treat it as an ongoing development
project

Agile/Scrum works for security too
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CONCLUSIONS




LEONIDAS o

a Automate attacker actions in the cloud

V Both test and detection cases

‘ AWS support now, Azure/GCP on the roadmap

iii- 34 test cases - more to come

https://qgithub.com/fsecurelabs/leonidas
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https://github.com/fsecurelabs/leonidas
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F-Secure.

Feedback: https://bit.ly/fwdcs-9
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