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WHO AMP?
Nick Jones
= Senior Security Consultant @ F-Secure

" Global cloud security lead

= Working on:

= Attack Detection

-

I

PO RN S
@ ”’.’/’,"Q

-
Ve ¥ -3 * - N e <~
.‘0’0’30’[’ o

" Cloud security at scale

1 p//////nuul:l””fl =
/l’rlllllllllllllllllllf Qas

M M Iaijrisas s A g g gy gy -
" DevSecOps & security automation T LT et
AR s i e ]

L
e
////Illllllll",,/l"

//
I iy,

a
///////IIIIIIII"'l’ e
Wi 0108y
Wit daa gy 177




C—"
F-Secure. %™ ‘ LABS

ON-PREMISE

CLOUD



A

THE PENTESTER’S VIEW OF CLOUD
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THE AVERAGE SOC’S VIEW OF CLOUD
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WE HAVE NO

OUR EDR WILL PROTECT ¢
YOUR AWS ACCOUNTS TOO VIRTUAL MACHINES
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ALOTHAS CHANGED

Container-as-a-Service/Function-as-a-Service means no direct OS access

Networking now custom SDNs, often no network logging for PaaS/SaaS

Some app vulnerabilities are now much more important (SSRF)




A

RAPID DEPLOYMENT CYCLES

Old D&R approaches
no longer work

Mature orgs deploy How does an attacker
frequently persist?

« Does your EDR,
support Kubernetes,
Lambda etc?

. Netflix — - Serverless
hundreds/thousands microvm/container
of times a day ifetime measured in

minutes

- How do you do IRon
systems that no
longer exist?

« Amazon — every
11.7 seconds on - Control plane level
average persistence more
common
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ATTACKTYPES

H . TARGETED Threat hunting performed

uman driven, -
targeted and ATTACK by capable individuals

persistent
Mature SOC with defined
processes
OPPORTUNISTIC
EXPLOITATION
Heavily
automated,
widely sprayed

Automated
AUTOMATED Detection

SCANNING AND EXPLOITATION
Attacker motivation &
sophistication,
Investment required

€— Likelihood and Frequency of Malicious Activity =———2> to defeat
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ON-PREMISE

Endpoint
Telemetry
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CLOUD

Control Plane Telemetry

Endpoint
Telemetry

Q

Network Application

Telemetry ‘, Telemetry
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ENTERPRISE
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CLoub:

SOFTWARE GitHUb, Okta,
AS A SERVICE CircleCl

CloudTrail + Object-level Data Events PLATEORM

Logging into CloudWatch NN Lambda, S3

EDR / VPC / CloudTrail ST T
= App Logs AS A SERVICE EC2

h Administrative Requirements of the Customer ﬁ

https://circleci.com/docs/2.0/security/#audit-logs



https://circleci.com/docs/2.0/security/#audit-logs
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MINDSET

CERTAINTY OF MALICIOUS INTENT
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CONTEXT

Change made by

_|_ C1/CD User
I— ndminfrom | @

unusual location
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CLOUD DETECTION
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DATA SOURCES
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SOURCE BENEFIT

Control Plane audit logs (CloudTrail, Audit Log etc)

Service Specific Logs (storage access logs, function
executions, KMS key access etc.)

Cloud-native detection services

API Gateway/WAF Logs

Network flow logs

System logs from any VMs

Endpoint Detection and Response agents in VIMs

Application logs

Visibility of all administrative actions

Shows access and usage of specific resources and services,
which may help to track lateral movement or actions on
objective

Detection of known bad activity

Identify malicious requests to applications

Identify anomalous traffic by source and destination, volumes etc
Grants OS-level visibility of potential attacker activity

Detects malicious activity within VMs as with on premise estates

Provides app-specific contextual information
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CONTROL PLANE

s Provider specifics

- AWS — CloudTrail

- Azure — Audit Log
« GCP - Audit Log
- Kubernetes — Audit Log

sy Wy bother?

- The key data source for all cloud native exploitation
- Logs (almost) every control plane level event

e Considerations

- “Data events” not always enabled
- For AWS, enable global events and multi-region logging




SERVICE-SPECIFIC

LABS

e rovider Specifics

- AWS — S3 access/object logs, Lambda executions, KMS key access
- Azure - Storage account access logs, function executions
- GCP - Storage Logs, Cloud Function Executions etc

mmme  \Vhy bother?

- Can generate high fidelity telemetry on critical actions

e Considerations

- Utility will vary by environment

- Enable on a case by case basis

- Requires that use cases and hunt queries are developed on a per environment basis
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THE
THREAT INTELLIGENCE
PROBLEM




ON-PREMISES

alation fense Evasion redential Acce Lateral Movernent

Retrieved 15t May 2021

CLOUD

Initial Access  Execution Persistence Privilege Defense Evasion
Escalation
5 techniques 1techniques 5 techniques 2 techniques 6 techniques

LABS

Credential Discovery Lateral Collection Exfiltration Impact
ccess Movement
5 techniques 10 techniques 2 techniques 4 techniques chniques

I, main Policy F

MITRE
ATT&CK.
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ATTACKER
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VECTORS

Pivot From Other Application
Environments Vulnerabilities
—
29 ‘ — l
0
2 4

SCM / Continuous
Identity Management Delivery
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IDENTITY MANAGEMENT
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PIVOT
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HOW | START'-"
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WHERE

LATERAL

EXPLOIT PERSISTENCE MOVEMENT
@ @ @ o @ o
Q Cc2 I INTERNAL = OBJECTIVE
—I RECON =

DETECTION FIDELITY
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TREAT EVERYTHING AS CODE

Detection as code makes internal and external knowledge sharing easier

SIGMA (SIEM-agnostic rules)

Jupyter Notebooks

John Lambert — The Githubification of
Infosec

https://aithub.com/Neo23x0/sigma

https://posts.specterops.io/threat-hunting-with-jupyter-

notebooks-part-1-your-first-notebook-9a99a781fde7

http://voutu.be/B30-9z3Eitg

https://medium.com/@johnlatwc/the-githubification-of-

infosec-afbdbfaad1d1



https://github.com/Neo23x0/sigma
https://posts.specterops.io/threat-hunting-with-jupyter-notebooks-part-1-your-first-notebook-9a99a781fde7
http://youtu.be/B3o-9z3Eitg
https://medium.com/@johnlatwc/the-githubification-of-infosec-afbdbfaad1d1
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LEONIDAS

Automated Attack Simulation

- Framework for defining, executing and detecting attacker TTPs in the cloud
« TTPs linked to MITRE ATT&CK for easy correlation with Tl/existing tooling

Framework automatically generates...

- Executor — serverless function
- Sigma detection rules
- Documentation

Executor

- User/role/service account impersonation
- Abstracts details away from analysts



LEONIDAS

Security Team

8

Define New TTP

Purple Team  ie—— Fxecute Attack

Cl/CD Pipeline

> .
<> </>

aws
)

Ship Logs

Test Account

LABS
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ATTACKSIMULATION

Enumerate Cloudtrails for Current Region

- cloudtrail:DescribeTrails

- cloudtrail

result = clients["cloudtrail”].describe trails()
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DETECTION CASES

Enumerate Cloudtrails for Current Region

48653a63-085a-4a3b-88be-9680e9adb449
experimental
low

cloudtrail”

DescribeTrails"”
"* cloudtrail.amazonaws.com"




& Leonidas Test Case Documentation L I\ B S

Leonidas Test Case Add new guardduty ip set E*T";E"IfDZ"“‘e"‘S

Leonidas Attack Detection ) -
. Required Permissions
Documentation

Credential access > Author Last Update Required Parameters
Attacker Action

Defense evasion v

Nick Jones 2020-06-18 Detection Case
Add new guardduty ip set

Cloudtrail alter encryption ELK query

configuration Sigma Definition

An adversary may attempt to add a new GuardDuty IP whitelist in order to whitelist systems they
Cloudtrail change destination

bucket control and reduce the chance of malicious activity being detected.
ucke

Cloudtrail disable global event
logging

Cloudtrail disable log file
validation

MITRE IDs

« T1089

Cloudtrail disable multi-region
o DOCUMEN I A I ION
Cloudtrail disable trail . .

Required Permissions

Cloudtrail remove SNS topic

Delete AWS Config Rule « guardduty:CreatelPSet
Update guardduty ip set
Discovery >
Execution > Required Parameters
Impact >
Persistence 5 Name Type Description Example Value
Privilege escalation > ) ) )
detectorid str ID of the guardduty detector associated with the 12345
IP set list
format str Format of the new IP set list - choice of TXT, TXT

STIX, OTX_CSV, ALIEN_VAULT, PROOF_POINT,
FIRE_EYE
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CONTINUOUS

Security Team SIEM

Analysts Leonidas

2 2.
S upie Team — @

2 2
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CONCLUSIONS




DETECTION

Identify
new threats
and risks

Evaluate \1

changes

J Design new
use cases,
add more
teleW

Simulate
new threats

andy/

LABS

Context is key, use it to your advantage

Cloud environments change, your
detection will too

Codify and share use cases (and
attacks!) to aid knowledge sharing



LEONIDAS

Target Resources

@

Automate attacker actions in the cloud

Both test and detection cases

AWS support now, Azure/GCP soonTM

45 test cases - more to come

https://qithub.com/fsecurelabs/leonidas



https://github.com/fsecurelabs/leonidas

