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DIFFERS

Fewer actions in the cloud are obviously bad compared to on- @
premise, making generic detection rules harder

CONTEXTISKEY VISIBILITY ISEASIER
Anomalies will vary by environment. - \ Org-wide CloudTrail etc makes it easier to gain
Behavioral analytics very important, but high O R\ visibility into most of your estate. Shadow IT now
end attackers will become context aware in RAARY the primary issue, rather than coverage of known
time. assets

ATTACKERSARE AUTOMATING

Attackers leveraging continuous delivery to abuse stolen
credentials to bitcoin mine. It’s easier to automate targeted
attacks too
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DATA SOURCES

SOURCE
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BENEFIT

Control Plane audit logs (CloudTrail, Audit Log etc)
Cloud-native detection services
APl Gateway/WAF Logs

Network flow logs

System logs from any VMs

Endpoint Detection and Response agents in VMs

Application logs

Service Specific Logs (storage access logs, function
executions, KMS key access etc)

Visibility of all administrative actions
Detection of known bad activity
Identify malicious requests to applications

Identify anomalous traffic by source and destination, volumes
etc

Grants OS-level visibility of potential attacker activity

Detects malicious activity within VMs as with on premise
estates

Provides app-specific contextual information

Shows access and usage of specific resources and services,
which may help to track lateral movement or actions on
objective
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CONTROL PLANE

e Provider specifics

e AWS — CloudTrail

e Azure — Audit Log

e GCP — Audit Log

e Kubernetes — Audit Log

mmmee \Why bother?

e The key data source for all cloud native exploitation
e Logs (almost) every control planelevel event

e CoONnsiderations

e “Data events” not always enabled
e For AWS, enableglobal events and multi-region logging




CLOUD-NATIVE

mmy  Provider Specifics

e AWS — GuardDuty
e Azure — Advanced Threat Protection
e GCP — Security Command Center

LABS

mmmmee \Why bother?

e Automatic detection of lower sophistication attackeractivity
e Minimalintegration effort compared to other sources
e Cost-effective way to detect low sophistication attacks

e Considerations

* Typically signatures on known bad

e Some signatures of questionable value — Kali user agent detection in GuardDuty, for example




SERVICE-SPECIFIC
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s Provider Specifics

e AWS — S3 access/object logs, Lambda executions, KMS key access
e Azure — Storage account access logs, function executions
e GCP — Storage Logs, Cloud Function Executions etc

mumms  \Why bother?

e Can generate high fidelity telemetry on critical actions

e Considerations

e Utility will vary by environment

e Enable on a case by case basis

e Requires that use cases and hunt queries are developed on a per environment basis
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Last Modified: 2019-10-09 18:48:31,906000
- Defense Evasion Credential Access Collection Exfiltration
Escalation
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WHAT'S AN ATTACKER
LIKELY TO DO:
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VECTORS

Pivot From Other Application
Environments Vulnerabilities
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SCM / Continuous
Identity Management Delivery
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IDENTITY MANAGEMENT

Misconfigured Open Misconfigured :
. : Admin
P registration User - SSS
Whitelisting on SSO Permissions
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APPLICATION

Management Systems
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TREAT EVERYTHING AS CODE

Detection as code makes internal and external knowledge sharing easier

SIGMA (SIEM-agnostic rules)

Jupyter Notebooks

John Lambert — The Githubification of
Infosec

https://github.com/Neo23x0/sigma

https://posts.specterops.io/threat-hunting-with-jupyter-

notebooks-part-1-your-first-notebook-9a99a781fde?7

http://voutu.be/B30-9z3Eitg

https://medium.com/@johnlatwc/the-githubification-of-infosec-

afbdbfaad1dl



https://github.com/Neo23x0/sigma
https://posts.specterops.io/threat-hunting-with-jupyter-notebooks-part-1-your-first-notebook-9a99a781fde7
http://youtu.be/B3o-9z3Eitg
https://medium.com/@johnlatwc/the-githubification-of-infosec-afbdbfaad1d1
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LEONIDAS

Leonidas ®

[ Base URL: /dev ]
https://nb2dfjx4 1h.execute-api.us-east-1.amazonaws.com/dev/swagger.json

An API for executing attacker actions within AWS

enumeration Enumeration 9y

‘ /enumeration/enumerate_cloudtrails_for_all_regions An adversary may attempt to enumerate the configured trails, to identify what actions will be logged and where they will be logged to ]

‘ /enumeration/enumerate_cloudtrails_for_current_region Anadversary may attempt to enumerate the configured trails, to identify what actions will be logged and where they will be logged to y

defense_evasion Defense Evasion o

‘ /defense_evasion/add_new_guardduty_ip_set An adversary may attempt to add a new GuardDuty IP whitelist in order to whitelist systems they control and reduce the chance of malicious activity being detected y

An adversary may attempt to alter a configured GuardDuty IP whitelist in order to whitelist systems they control and reduce the chance of malicious activity being
detected

Parameters Cancel

GET /defense_evasion/update_guardduty_ip_set

Name Description
detectorid ID of the guardduty detector associated with the IP set list
-
srrne detectorid - ID of the guardduty detector assc
(query)
ipsetid ID of the IP set to be updated
string . .
ipsetid - ID of the IP set to be updated
(query)
location Location of the IP whitelist
string

location - Location of the IP whitelist
(query)




LEONIDAS

Security Team

CI/CD Pipeline
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ATTACK SIMULATION

Enumerate Cloudtrails for Current Region

- cloudtrail:DescribeTrails

- cloudtrail

result = clients["cloudtrail"].describe_ trails()
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DETECTION CASES

Enumerate Cloudtrails for Current Region

48653a63-085a-4a3b-88be-9680e9adb449
experimental
low

cloudtrail”

DescribeTrails”
"* cloudtrail.amazonaws.com"
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& Leonidas Test Case Documentation L I\ Bs

Leonidas Test Case Add new guardduty ip set :M:'RH*D“

Leonidas Attack Detection ) o
. Required Permissions
Documentation

Credential access > Author Last Update Required Parameters
Attacker Action

Defense evasion v

Nick Jones 2020-06-18 Detection C
Add new guardduty ip set etection Case

Cloudtrail alter encryption ELK query

configuration Sigma Definition

An adversary may attempt to add a new GuardDuty IP whitelist in order to whitelist systems they

Cloudtrail change destination control and reduce the chance of malicious activity being detected.

bucket

Cloudtrail disable global event
logging

Cloudtrail disable log file
validation

MITRE IDs

» T1089

N
Cloudtrail disable multi-region

logging

Cloudtrail disable trail . .

creTE deEE Required Permissions

Cloudtrail remove SNS topic

Delete AWS Config Rule » guardduty:CreatelPSet
Update guardduty ip set

Discovery >
Execution > Required Parameters
Impact >
Persistence > Name Type Description Example Value
Privilege escalation > ) ) )

detectorid str ID of the guardduty detector associated with the 12345

IP set list
format str Format of the new IP set list - choice of TXT, TXT

STIX, OTX_CSV, ALIEN_VAULT, PROOF_PQINT,
FIRE_EYE
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INTEGRATION

Security Team SIEM

Analysts Leonidas
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Identify
new | Effective detection is a moving target

threats |

andrisks /
Evaluate \l
changes / Design Treat it as an ongoing development

) new use project
n cases, add
more
Simulate tel eriletry
new |
threats J Agile/Scrum works for security too

and risks
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LEONIDAS

Automate attacker actions in the cloud

Both test and detection cases

AWS support now, Azure/GCP on the
roadmap

41 test cases - more to come


https://github.com/fsecurelabs/leonidas

