p—
F-Secure. ™™ ‘ LABS

BUILDINGEFFECTIVE
ATTACKDETECTION
INTHECLOUD

Alfie Champion & Nick Jones



LABS

AGENDA




——
F-Secure. =™ ‘ LABS

ON-PREMISE CLOUD



LABS

ATTACKTYPES

E TARGETED

ATTACK Human driven,

targeted and
persistent
(0o |
Tl OPPORTUNISTIC
E () EXPLOITATION
Heavily
automated,

widely sprayed

AUTOMATED
SCANNINGAND EXPLOITATION

«€— |ikelihood and Frequency of Malicious Activity EE—



LABS

ON-PREMISE

Endpoint
Telemetry

Q

Network Application

Telemetry -, Telemetry
‘ : E
' 4



LABS

CLOUD

Control Plane Telemetry

Endpoint
Telemetry

Q

Network Application
Telemetry -' Telemetry
‘ E
' 4



LABS

CONTEXT

Change made by

29 —
| Change madeby @

Admin with No 2FA




LABS

ENTERPRISE CLOUD ADOPTION




——
F-Secure. =™ ‘ LABS

CLOUD DETECTION



CENTRALISE
X

/! /! /!
nan

4 )

il Bl B
o l J

@00

000

r

Q

ON RS

LABS



DATA SOURCES
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SOURCE BENEFIT

Control Plane audit logs (CloudTrail, Audit Log etc)

Service Specific Logs (storage access logs, function
executions, KMS key access etc.)

Cloud-native detection services

AP| Gateway/WAF Logs

Network flow logs

System logs from any VMs

Endpoint Detection and Response agents in VMs

Application logs

Visibility of all administrative actions

Shows access and usage of specific resources and services,
which may help to track lateral movement or actions on
objective

Detection of known bad activity

Identify malicious requests to applications

Identify anomalous traffic by source and destination, volumes etc
Grants OS-level visibility of potential attacker activity

Detects malicious activity within VMs as with on premise estates

Provides app-specific contextualinformation
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TREAT EVERYTHINGAS CODE

Detection as code makes internal and external knowledge sharing easier

SIGMA (SIEM-agnostic rules) https://github.com/Neo23x0/sigma

https://posts.specterops.io/threat-hunting-with-jupyter-
Jupyter Note books notebooks-part-1-your-first-notebook-9a99a781fde7

: . http://voutu.be/B30-9z3Eitg
hn Lambert — The Githubification of =
e ambert € Githubitication o https://medium.com/@johnlatwc/the-githubification-of-

Infosec infosec-afbdbfaad1d1



https://github.com/Neo23x0/sigma
https://posts.specterops.io/threat-hunting-with-jupyter-notebooks-part-1-your-first-notebook-9a99a781fde7
http://youtu.be/B3o-9z3Eitg
https://medium.com/@johnlatwc/the-githubification-of-infosec-afbdbfaad1d1
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ATTACKSIMULATION

Enumerate Cloudtrails for Current Region

- cloudtrail:DescribeTrails

- cloudtrail

result = clients["cloudtrail"].describe_ trails()
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DETECTION CASES

Enumerate Cloudtrails for Current Region

48653a63-085a-4a3b-88be-9680e9adb449
experimental
low

cloudtrail”

DescribeTrails”
"* cloudtrail.amazonaws.com"
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Leonidas Test Case Add new guardduty ip set :M:'RH*D“

Leonidas Attack Detection ) o
. Required Permissions
Documentation

Credential access > Author Last Update Required Parameters
Attacker Action

Defense evasion v

Nick Jones 2020-06-18 Detection C
Add new guardduty ip set etection Case

Cloudtrail alter encryption ELK query

configuration Sigma Definition

An adversary may attempt to add a new GuardDuty IP whitelist in order to whitelist systems they

Cloudtrail change destination control and reduce the chance of malicious activity being detected.

bucket

Cloudtrail disable global event
logging

Cloudtrail disable log file
validation

MITRE IDs

» T1089

Cloudtrail disable multi-region
o DOCUMEN I A I ION
Cloudtrail disable trail . . .

Required Permissions

Cloudtrail remove SNS topic

Delete AWS Config Rule » guardduty:CreatelPSet
Update guardduty ip set

Discovery >
Execution > Required Parameters
Impact >
Persistence > Name Type Description Example Value
Privilege escalation > ) ) )

detectorid str ID of the guardduty detector associated with the 12345

IP set list
format str Format of the new IP set list - choice of TXT, TXT

STIX, OTX_CSV, ALIEN_VAULT, PROOF_PQINT,
FIRE_EYE
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|dentify _ ,
new threats Context is key, use it to your advantage
and risks
Evaluate
changes . Cloud environments change, your
J DigslE st detection will to
- use cases,
add more
telemetry /
Simulate PR—
new threats Codify and share use cases (and attacks!) to

and risks / aid knowledge sharing



LEONIDAS

Automate attacker actions in the cloud

Both test and detection cases

AWS support now, Azure/GCP on the roadmap

45 test cases - more to come



https://github.com/fsecurelabs/leonidas

